


MUHUCTEPCTBO BHYTPEHHWUX OEN
POCCUMNCKOW ®OEOEPALINU

FrEHEPAJIbHAA MPOKYPATYPA
POCCUMNCKOW ®EOEPALIUU

OCTOPOXHO:
TEJIEPOHHbIE MOLLEHHUKNA!

S NPU3HAKOB OBMAHA

HA BAC
BbIXOOAT CAMUA

AdepucTtbl MOryT
npencTaBUTbCS CNyXX6ou
6e3onacHocTu 6aHKa,
HaJIoroBOW,

NMPOKypaTypowu

9 HA BAC OABAT

AdepucTbl Bcerga
TOPOMST, YTOObI

y Bac He 6bin1o
BpeMeHu Bce obayMaTb

e FOBOPAT O AEHDBIAX

[MpepnaraloT cnacTu
cbepexeHus, NonyvnTb
KOMIMEHCaLMIO USIN BITIOXUTbCS
B MHBECTULIMOHHbIN NMPOEKT

JTro6o1 HeoXXxnaaHHbIU
3BOHOK, CMC v nncbMo —
NOBOJ, HACTOPOXUTbCSH

3BOHAT
N3 6aHKa, Nonmuunm
NN Opyrom opraHmnsaumm?

PAOYIOT BHE3AMHOM g

i ~ MPOCSIT COOBLUUTD
BbIFOOOW UMY NYTAIOT 5

~ YBEOUTECH, AAHHDbIE
CManble 3MOL|,MM UTO 3TO He MOLLIeHHl/IKl/I! 3J'IOYMb||.|.|f|eHHMKOB
Z npuTYNNAaoT UHTEepPEeCyIoT PEKBU3UTDI
ONTEeSIbHOCTb

KapTbl, MAposv 1 Kogbl
N3 6aHKOBCKUX YBEOOMJIEHUM

@ HUKOIOA HUKOMY
BAXKHO! HE COOBLUAUTE:
CoTpyaHUKM 6aHKOB M Nonmummn * Kopgpl 3 CMC
HUKOIOA He cnpawuBaloT * Tpex3HauyHblK Ko Ha 060pOTHOMU
pPeKBU3UTbI KapTbl, Naponu cTopoHe kapTbl (CVV/CVC)
u3 CMC, nepcoHarbHble AaHHble * PIN-kon
1 He NPOCST coBepLIaTh * MNapPOSIN/NOrmHbl K 6aHKOBCKOMY

NPUNOXEHUIO N OHJTaNH-6aHKY
* KOOOBOE CJIOBO
e MepCcoHasibHble AaHHble

Kak sawmTuTb cBOM pUHaHCHI, ®uHaHcoBas
’ : : KyJ/ibTypa
yutamTe Ha fincult.info

nepeBoabl C Balwewu KapTbl




MUHUCTEPCTBO BHYTPEHHUX OEN
POCCUNCKOW ®EOEPALINU

FEHEPAJIbHAS MPOKYPATYPA
POCCUNCKOW ®EOEPALINU

UTO AOEJIATDb, ECJIN C KAPTDI
YKPAJIU OEHDBbI'N?

© 3AB/IOKMPOBATb @ HAIMUCATb

© OBPATUTDLBCH

KAPTY 3ASABJIEHUE O HECOINTTACUMA . Bnonuumio

C OMNEPAUUEN

q

R
»
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* N0 HOMepy TeneoHa 6aHkKa ~ 3asiBNeHue JonXHo . Yem 6onblie nogei
Ha 6aHKOBCKOM KapTe - ObITb HaNUCaHo: ~ nopagyT 3asaB/IeHUs,
Unn Ha odpmumanbHOM canTe + B TeueHue cyTok nocne TeM BbllLe BEePOATHOCTb,
« Yepe3s MOOUbHOE NpUNoXeHue COOBLEHUS O CIUCAHUN ~ YTO NpPEecCTynHMKOB
» Yyepes NIMYHbIN KabunHeT AcHer 0
Ha ohuuManbHOM canTe 6aHKa | « Ha MecTe B OTAEe/IeHUM
’ 6aHKa

e B OTAENEeHUN 6aHKa

KAK OBE3OINACUTb OEHbI'N HA CHETAX?

HUKOMY HE COOBLUAUTE:

« CPOK OENCTBUA KApPTbl U TPEX3HAYHbIN KOA
Ha ee o6opoTHoMn ctopoHe (CVV/CVC)

- MAPO/SIN U KOAbl U3 YBEAOM/TEHNN
« TOFMH M MapoOsib OT OHManH-6aHKa

HE NYBJIMKYUTE
I'IepCOHaI'IbeIe OJAHHbIE B OTKprTOM ,EI,OCTyI'Ie

YCTAHOBUTE
AHTVBUPYCbI HA BCe YCTPOMNCTBA

NMoapo6Hee o npaBuiax 6e3onacHOCTU
yutamTe Ha fincult.info

KOOOBOE CJ10BO

Ha3blBalTe TONIbKO COTPYAHNKY BaHKa,
KOrga caMmy 3BOHUTE Ha ropsAYYyio
NTNMHUIO

baHK He KoMneHcUupyert
rnoTepu, ecnv Bbl HapyLInu

npaBunia 6e3onacHoro
UCMO/Ib30BaHUA KapThbl

duHaHcoBas
KYyJbTypa



FEHEPAJIbHAS MPOKYPATYPA
POCCUNCKOWN ®EOEPALINU

MMWHUCTEPCTBO BHYTPEHHUX OEN
POCCUNCKOW ®EOEPALIMA

KAK SALLUUTUTD

CBOUNTALLKETbI OT BUPYCOB

BUPYCDbI:

« OTKPbIBAIOT YAAa/IeHHbIN [QOCTYN K BalueMy YCTPOWCTBY
« KPAAYT NOrUHbI U NAPO/IN OT OHNNAaWH- U MOBUNbHOro 6aHKa

« NepexBaTbiBalOT CEKPETHbIEe KOAbl U3 COOOLLEHNN

3anony4ymB 3TU AaHHble, KUOEepNpeCcTyYNHNKH

MOFYT MOXMTUTb BCE AEHBIM C BaLUNX CYETOB — ) $

KAK NMOHATD,

YTO YCTPOMUCTBO 3APAXEHO?

UTO OENATD,

ECJZI HA YCTPOUCTBE BUPYC?

KAK SALLUTUTD

YCTPOUCTBO OT BUPYCOB?

3aBucaert, nepesarpy>XxaeTcs Uim oTko4vaeTcs
Camo 3aBepLiaeT paboTty NpUIOXeHUNN
[Toka3bliBaeT BCMN/biBaloOLWMe OKHa

TepsaeT o6beM NaMATU

Mo3BOHUTE B 6aHK M nonpocute 3abnokmnpoBaTb AOCTYnM
K OH/TavH- 1 MOOUNbHOMY 6aHKY U BCe KapTbl, KOTOPbIE
NCNONb30Basin Ha YCTPONUCTBE

O6paTutecb B CEPBUCHbIN LLEHTP, YTOObI BbI/IeYUTb FragXeT

MepeBbinycTUTE KapThl, CMEHUTE JZIOrMH U Napo/b
OT OH/TanH-0aHKa 1 3aHOBO YCTaHOBUTE OAHKOBCKOE NpunoxXxeHune

Ncnonb3yute aHTUBUPYC N peryndapHo ero ooHoBnamnTe

He nepexoauTte no ccbiZikaM OT HE3HAKOMLEB, HE YCTaHaB/IUBaWTe
NpPorpaMMbl No UX Npocbbe n He UCNOoNb3yNTE YyXxune creLKkmn

CkauunBaiiTe NPUIOXEHNS TONbKO U3 NPOBEpPEHHbIX UICTOYHUKOB
O6HoBNANTE ONepaLNOHHYIO CUCTEMY YCTPOKCTBA

Us6eramte obwenoctynHbix Wi-Fi-ceTen

Monpo6Hee o 3alMTe rafXeToB ®duHaHcoBas
yuTaluTe Ha KyJsibTypa



MUHUCTEPCTBO BHYTPEHHUX OEN
POCCUMNCKOWN ®EOEPALIUN

FEHEPAJIbHASA MPOKYPATYPA
POCCUNCKOW ®EOEPALIUN

OT OH/TAUH-MOLWEHHUKOB

YT06bI fOoOpaThbCcA A0 BallnxX 6aHKOBCKUX CHETOB,
MOLUEHHNUKAM HY>XHbl Balln NepCcoHabHble AaHHble
N PEKBU3UTbI KapT

Kakue cxeMbl ncnosnb3yloT adpepucTbi?

OBELWAIOT 30J10TbIE N'OPbI

Onpockl 3a BO3HarpaxaeHue, coumanbHble BbiNnaTbl MM CBeEpPXNPUOLIIbHbIE
MHBECTULMOHHbIE NPOEeKTbLIl. [apaHTUsA ObICTpOro oboraweHna — npru3Hak oomMaHa

SAMAHUBAIOT HA PACINPOOAXAU

OFpOMHbIe CKMAKN N HN3KUNE LUeHbl MOI'YT OKAa3adTbCH MOLLUEHHNYECKOW yl'IOBKOl7I

CMNMEKYJIMPYIOT HA TPOMKUX COBbITUAX

Hanpumep, o6baBnatoT cOop AeHer Ha pa3paboTKy BakUWMH, o6eLlaloT BEPHYTb
OEHbIN 38 OTMEHEHHbIE PEWCHI UKN NpegnaratoT NoNyUnTb roCygapCTBEHHbIE
gotaumm

MACKUPYIOTCH

Pa3bIrpbiBatloT po/sib NPOAABLIOB M MOKyNaTenei Ha NonynapHbIX cakTax 06 bABMEHUI

Kak o6e3onacuTtb CBOU AEHbIU

B UHTEepHeTe?

1 YCTaHOBUTE @aHTUBUPYC N PErYNAPHO OOHOBNANTE €ro

3aBeauTe oTAeNbHYIO 0e6eTOBYIO KapTy ANA naaTexen
B MHTEPHETE U KNaanTe Ha Hee HYXHYIO CyMMY nepepn onsaTown

Bcerga npoBepante aapeca 3/1EKTPOHHOM MOYTbl U CAUTOB —
OHM MOTYT OT/INYATLCA OT OPMLUMANBbHBLIX MNULLb MAPON CUMBO/IOB

4 He nepexognte No CcCbi/IkaM OT HE3HAKOMLEB —
cpa3sy ygoanamrte COMHUTE IbHble COOOLWEHNS

Hnkomy He coobLLianTe CBOU NepCcoHabHble gaHHble

MoppobHee o npaBuniax
KubeprurmeHboi ﬁ ®duHaHcoBas
yntamTe Ha fincult.info Ky/ibTypa



KAK SALLUTUTDCH
OoT PULLUNHIA

PUIMHr — BUA MOLWEeHHUYeCTBa, Koraa y uesioBeka KpaayT
rnepcoHasibHble AaHHble U AeHblrm ¢ NOMOLLbIO CaUTOB-NoaAesiok.
HacTo MOWeHHUKU aenaloT CanTbl, KOTOpble KaK ABe Kanin Boabl
NOXO>XU Ha CanTbl peasibHbIX OpraHusaumum

KAK MOXHO OKASATbCH
HA ®ULLNHIOBOM CAUTE?

[10 CCbISIKAM U3 MHTEPHETa UM AN1EKTPOHHOW noYTbl, CMC,
COOOLLEHNIN B COLCETAX NN MEeCCeHIYKEpPAX, peKnambl,
OObABNEHUN O NlOTEPESIX, pacnpoda)axX, KOMNeHcaumax

OT rocygapcrtBa

XaKepr HacCTO B3J/1aMbIBalOT YUYy>KNEe aKKayHTDbl,
" ¢MI.IJMHFOBaﬂ CCblJ/iIKa MOXKeT I'IpMﬁTM Ada>e OT 3HAaKOMBbIX

KAK PACMO3HATb
SULLINHIOBbIN CAUT?

Appec oTIMYaeTCca OT HAacToSALWEro Nuilb rnapomn cCUMBOJIOB
B agpecHoM cTpoKe HeT https 1 3HayKa 3aKpbITOro 3amMka
Oun3aiH ckonupoBaH HeKaYeCcTBEHHO, B TEKCTaX eCTb OLINOKMK

Y camTa Mafio CTpaHWL, N1 gaXke ogHa — A9 BBOOA OaHHbIX
KapTbl

KAK YBEPE4YbCH OT ®PULLINHTA?

YcTaHOBUTE aHTMBUPYC U pPerynsapHo obHoBNamTe ero
CoxpaHanTe B 3aK/lafkax agpeca HY>XHbIX CaTOB
He nepexoaunTte No nogo3puTebHbIM CCblJTIKaM

MUcnonb3ynTe OTOENbHYIO KapTy AOJ19 MOKYMOK B MHTEPHETE,
KNaguTe Ha HEE HY)KHYIO CyMMY NpPSMO Nepen onsaTon

PuHaHcoBas
NMoapo6Hee o npaBunax KYnbTypa
KnéeprmurmeHbol YMTauTe Ha
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